
MANAGED NETWORK  
SECURITY

Elevate your Network Security
According to a recent survey, 95% of IT managers consider the alignment of security with networking 
to be either very important or extremely important (Comcast-Masergy Research, 2023). Secure your 
network with Managed Firewall services from Great Plains Communications. Our comprehensive, cutting-
edge solutions safeguard data, prevent cyber threats and enable regulatory compliance. In addition, our 
expert team customizes security strategies to the unique needs of your business, providing peace of 
mind and a strong defense against evolving security threats.

MANAGED FIREWALL
Fully managed firewall services include the design, deployment and management of 
market-leading Fortinet* Next-Generation Firewalls (NGFWs). This protects your business 
against malicious traffic and is monitored 24x7x365 from a dedicated Security Operations 
Center (SOC). 

FIREWALL MANAGEMENT
GPC will protect your existing firewalls with design, configuration and management 
services to ensure they are properly configured and up-to-date. Your firewalls will be 
monitored 24x7x365 by a SOC staffed by network security engineers.

The service includes:

	y Fortinet FortiGate firewalls with FortiGuard enterprise protection
	y IDS/IPS with advanced AI-based malware detection
	y CASB, DNS, URL and web content filtering
	y Site-to-site and remote access VPN
	y Optional zero-trust network access (ZTNA) for remote access

The service includes:

	y The design, installation, testing, maintenance, upgrades, patches and administration 
of customer-owned firewalls

	y Custom-built firewall rules and policies that conform to vendor recommendations
	y Identification of false positives and issuing of proactive alerts for relevant security 

events

Supported firewall vendors:

	y Cisco
	y Fortinet
	y Meraki

	y Palo Alto
	y Sonic Wall

	y VMware/VeloCloud
	y And many others

*Fortinet is the leader in network firewalls. Gartner® Magic Quadrant™ for Network Firewalls, 2022.



FIREWALL PLUS WITH MANAGED SIEM
Security Information Event Management (SIEM) is an additional feature that collects and 
analyzes data from firewalls and other network devices, correlates and prioritizes security 
events and assists with actionable intelligence. This service also provides log management 
and retention.

FIREWALL & ENTERPRISE SECURITY ASSESSMENTS
Firewall and enterprise security assessments review and assess the firewall and overall 
organization security architecture, including existing security policies and configurations, 
device software versions and end-of-life status. Reports will identify security vulnerabilities 
and offer remediation recommendations.

VULNERABILITY SCANNING
Vulnerability scans provide active scanning and passive monitoring on a regular basis 
to identify and remediate network weaknesses and ensure compliance requirements 
are met. The service includes a consultation with a security engineer and remediation 
recommendations.

MANAGED EMAIL SECURITY
Backed by Avanan, managed email security protects your cloud-based email services such 
as Microsoft 365, G Suite, Slack and Teams. It incorporates AI-based threat intelligence 
into the email security environment, using anti-phishing, anti-malware and anti-spam 
capabilities to block dangerous emails at the gateway. It can also scan outgoing emails and 
attachments to enforce Data Loss Prevention (DLP) policies.

ADDITIONAL RESOURCES

View and download the Gartner® Magic 
Quadrant™ report for Fortinet network firewalls.
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